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Abstract

Cryptography, a term rooted in Greek that translates to 'secure writing," encompasses the
intricate study of methods employed to encrypt and decrypt information, ensuring secure
communication between parties. This fundamental discipline plays a critical role in
safeguarding sensitive data from unauthorized access and malicious entities. The process
begins with encryption, where plain text, or the original readable information, is transformed
into ciphertext through specific algorithms and protocols. This transformation obscures the
content, making it unintelligible to anyone who does not possess the appropriate keys or
credentials to decode it. Decryption is the complementary process that reverses this
transformation, restoring the ciphertext to its original plain text format. This allows
authorized users to access the information securely while preventing would-be intruders from
deciphering its contents. In addition to these basic principles, modern cryptography
incorporates various techniques, such as symmetric and asymmetric encryption, digital
signatures, and hash functions, each serving specific purposes in the realm of data protection
and secure communication. Overall, cryptography is essential in today's digital landscape,
underpinning everything from online banking transactions to secure messaging systems and

helping to ensure the integrity and privacy of information exchanged over insecure networks.
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1 Introduction
We use cryptography in our work to protect secrets. Cryptography uses full

mathematical theory. We use mathematical formulas so that no one can read the data. The
correct mathematical algorithm ensures our data is very secure. Using algorithms like this, we
protect all the data on our mobile devices. The WhatsApp application has 256-bit encryption.
Creating the What’s up.The application involves going through major encryption. You cannot
open all the application data keys, 99% of the data is saved by using the key. Advanced post-
cryptography allows us to navigate the complexities of the digital world more securely. With
increasing concerns about hacking, particularly with applications like WhatsApp and
telecommunications on laptops, it's crucial to ensure that our messages remain safe. By using
a unique code and implementing mathematical encryption and decryption methods, we can
safeguard our communications. This way, all our messages on WhatsApp and laptops can be
coded securely, providing us with peace of mind regarding our privacy. In the novel | came, |
was able to understand encryption and decryption easily, using alphabets and numbers and
shortcuts, from table 1 to table 5. | was able to clearly understand encryption and decryption,
and | have briefly noted in which research.According to in my article real life application of a
number theory in mathematical modelling Real life application in number theory, first, who is
found in Zero, Aryabhata, 5 to century used Zero as a placeholder in his place value system.
Next, Brahmagupta, 7 to century, in a find defined Zero as a number. Then, how it works in
the number system in society, how it works in numbers, in my article on the foundation of
digital security and technology, is integrated into applications, like cryptography, which

safeguards online transactions through algorithms that utilize prime numbers.

RELATED WORK:CEASEAR CIPER PROBLEM:

In essence, this describes a substitution cipher, a method of encryption where the letters of
the original message, known as the plaintext, are systematically replaced. This replacement
follows a specific rule: each letter in the plaintext is exchanged for another letter located a
certain, predetermined number of positions further along in the sequence of the alphabet. This
fixed shift in the alphabet is the defining characteristic of this particular type of substitution
cipher, ensuring that the same letter in the plaintext is always encrypted to the same

ciphertext letter.
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Related methodology: CRYPTGRAPHY QUANTAM TECHNOLOGY:

2 Quantum Communications

Among the various quantum information technologies, quantum communication
stands out as one of the most advanced and intricate. Its primary objective is to establish
quantum correlations between a sender (emitter) and a recipient (receiver). While this
concept may seem straightforward, the underlying mechanics are extraordinarily complex,
largely due to the distinctive properties of quantum signals. These unique characteristics
enable quantum signals to accomplish tasks that are beyond the reach of classical signals.
Afundamental challenge in quantum communication arises from the principle of uncertainty,
particularly the impossibility of faithfully copying unknown quantum signals. This inherent
limitation prevents the amplification of quantum signals, thereby constraining the effective
range of quantum communications when attempting to transmit these signals through
absorbing media. For instance, in optical fiber communications, the most favorable
conditions occur in specific transparent windows, where optical losses typically hover around
0.2 dB/km. Under optimal circumstances, this means that after a distance of approximately 15
kilometers, the likelihood of a quantum signal successfully reaching its destination drops to
about 50%. Current implementations of commercial Quantum Key Distribution (QKD)
systems can handle optical losses in the range of 20-30 dB, allowing for effective
communication over distances between 100 to 150 kilometers. However, the landscape of
passive optical telecommunications networks is far more complicated than simple fiber
optics; these networks also incorporate various additional components like splitters, filters,
and multiplexers. Each of these elements contributes additional losses, compounding the
challenges and typically restricting quantum communications to metropolitan areas, with
some cases even limiting them to access segments within these zones. Another significant
concern arises when quantum and classical signals are transmitted simultaneously over the
same optical fiber. This scenario introduces complications due to phenomena such as four-
wave mixing, scattering, and optical reflections, all of which further deteriorate the
transmission quality of quantum signals. Traditional electro-optical conversion processes,
commonly used in classical communications, cannot be applied to quantum signals as they
lead to measurement and replication that compromise the quantum state. Classical signals
also experience attenuation under these conditions, which is why optical amplifiers are

commonly utilized in telecommunications networks to boost signal strength. However, it is
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crucial to note that these amplifiers disrupt quantum signals as well, making their deployment
incompatible with quantum communication. The co-propagation of classical and quantum
signals introduces yet another challenge, as stray photons from classical pulses can interfere
within the quantum channel, resulting in a significant increase in the error rate. This
interference can quickly render the successful implementation of quantum communication
protocols infeasible. Despite these numerous challenges, the field of quantum communication
continues to make strides, refining methods and developing technologies to overcome the
limitations posed by the unique nature of quantum signals. The ongoing research and
innovation in this area promise to enhance the viability and reach of quantum communication
systems in the future Simplify Technical Language: Consider simplifying some of the

technical jargon or providing clearer definitions for terms like "Hilbert space,” "wave
function,” and "Dirac notation." This would make the text more accessible to readers who

may not have a strong background in quantum mechanics, enhancing overall comprehension.

Enhance Flow with Transitional Phrases: Incorporate more transitional phrases between
ideas to improve the flow of the text. For instance, connecting the explanation of qubit states
to the implications of the no-cloning theorem with phrases like "This leads to" or "As a
result” could help readers follow the logical progression of concepts more easily.

Add Examples or Analogies: Including practical examples or analogies that relate qubits to
familiar concepts might help demystify the subject. For example, drawing a parallel between
qubits and everyday binary systems (like light switches being on or off) could assist in
illustrating the concept of superposition in a more relatable way.

3.Technological Description and State of the Art

At the quantum level, the fundamental unit of information is the qubit. First conceptualized in
1994 by Schumacher and Wooters [19], a qubit is physically realized by a two-state quantum
system. These two states represent the computational "0" and "1". As quantum-mechanical
states, they are mathematically represented by state vectors within a two-dimensional Hilbert
space. Physically, qubits can be embodied in various forms, such as the horizontal/vertical
polarization states of a single photon, the spin up/down states of an electron, atom, or
nucleus, or the charge or magnetic flux through a Josephson junction. Each of these
implementations possesses a specific mathematical representation—a wave function—from

which all physically relevant quantities of the system can be derived. However, from a purely
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quantum information perspective, the specific mathematical form is inconsequential, and
these base states are conventionally represented using Dirac notation as |0) and |1). Since
these states are solutions to the Schrodinger equation, a complex linear differential equation,
any linear combination thereof is also a solution. This is the superposition principle, which
dictates that any state within the Hilbert space spanned by {|0), |1)} is valid, and the general
form of a qubit is given by the superposition a|0) + |1), where the normalization condition o?
+ B> = 1 holds, and o, B are complex numbers. A direct consequence for information
processing is the no-cloning theorem [2], as previously mentioned. While a qubit could
theoretically store an infinite amount of information within the o and B values, this is not
feasible due to another characteristic of quantum mechanics. When a state, such as the one
described above, is measured, only two outcomes are possible: either |0) is obtained with a
probability of o, or [1) is obtained with a probability of 2. There is no direct access to o or f.
Access would only be possible with multiple copies, allowing statistical determination of the
a and P values. However, with a single quantum system, only |0) or |1) can be obtained.
Following measurement, the state collapses to the state corresponding to the measurement
result: |0) if "0" is obtained, or |1) if "1" is obtained. The probabilities of each outcome are
given by o? and B respectively. It is important to acknowledge the inherent randomness

within the quantum realm, which enables the creation of random number generator devices.

In the realm of quantum mechanics, when we consider two qubits, the Hilbert space, which is
the mathematical space describing all possible states of the system, encompasses intriguing
states such as the one represented as |y) = (1/2)(j00) + [11)). This particular state
exemplifies a profound concept in quantum mechanics: entanglement. The most remarkable
characteristic of these types of states is their inherent inseparability. Unlike classical systems,
entangled states cannot be expressed as a simple tensor product of individual qubit states. In
other words, we cannot find two single-qubit states, |¢) and |¢), such that their tensor product,
|d)R|p), equals the entangled state |y), regardless of how we choose |§) or |p). This
fundamental non-separability is the defining feature that characterizes an entangled state,

setting it apart from separable or classical states.

Now, let us delve into the consequences of performing a measurement on one of the qubits
within an entangled pair. According to the measurement postulate of quantum mechanics,
upon measuring one qubit, say the first one, we will invariably find that the second qubit is

instantaneously projected into a specific state that is correlated with the outcome of the first
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measurement. For instance, if we measure the first qubit and obtain the result 0", then, due
to the entanglement, the second qubit is immediately known to be in the |0) state as well.
Consequently, a subsequent measurement of this second qubit will produce a "0" with

absolute certainty.

This peculiar behavior persists regardless of the physical distance separating the two qubits.
Whether they are located adjacent to each other or separated by vast expanses of space, the
correlation between their states remains intact. This seemingly instantaneous correlation is
the underlying source of the "non-classical” correlations that empower quantum information
processing. It is this non-locality that Einstein famously criticized, leading him to declare in
1935 that quantum mechanics was incomplete [20]. He proposed the existence of "hidden
variables" that, if known, would fully explain these seemingly bizarre correlations and restore

locality.

In 1965, John Bell [21] formulated a set of inequalities, now known as Bell's inequalities, that
provided a means to experimentally test whether hidden variables could indeed account for
the observed correlations in entangled systems. These inequalities set a limit on the
correlations that can be explained by any local hidden variable theory. If experiments violate
Bell's inequalities, it implies that quantum mechanics' predictions of non-local correlations

are correct, and that no local hidden variable theory can fully explain the phenomena.

The initial experiments designed to test Bell's inequalities were conducted in the 1970s.
However, these early experiments faced significant technical challenges, making it extremely
difficult to definitively rule out the possibility of hidden variables. It wasn't until 2015 that a
series of three independent and meticulously designed experiments, conducted in Austria, the
Netherlands, and the United States, provided compelling evidence confirming the validity of
quantum theory and definitively refuting local hidden variable theories. These experiments
provided strong evidence against Einstein's objections and helped to further solidify the
foundations of quantum mechanics. Quantum mechanics stands as one of the most rigorously
tested and remarkably successful theories in the history of physics. It provides a framework
for understanding the universe at its most fundamental level, and it unlocks information

processing capabilities that are simply unattainable using classical physics alone.

In the realm of quantum communications, two of the most significant applications are

Quantum Key Distribution (QKD) and quantum teleportation. Quantum Key Distribution

quournal of Computational Mathematica Page 6 of 15



2456-8686, x(ii), 2026:001-015
https://doi.org/10.26524/cm237

offers a revolutionary solution to the problem of symmetric key distribution, enabling the
creation of a cryptographic key that is exclusively known to the parties executing the protocol
at both ends of a quantum channel. The security of QKD is rooted solely in the fundamental
laws of nature as described by quantum physics. Unlike classical cryptographic protocols that
rely on computational assumptions, QKD requires no such assumptions. This means that the
protocol is immune to any attacker, regardless of their computational power. This feature is
known as Information Theoretic Security, ensuring that the security of the key is guaranteed
by the laws of physics, not by the limitations of computational resources. QKD protocols are
designed to limit the amount of information about the key that is leaked to the outside world
to any desired level, providing an unparalleled level of security. Obviously, this is true in
Quantum Key Distribution (QKD) is mathematically sound; however, its implementation in
real devices is often subject to imperfections that may compromise security. Consequently,
certifying QKD devices according to their intended security levels is an area of active

research.

QKD can be performed using various protocols, which can be categorized based on whether
they explicitly utilize entanglement or not. They can also be classified as prepare-and-
measure protocols or based on the type of variables they use—discrete or continuous. From a
security standpoint, all of these protocols can be proven to be secure. However, their
implementations differ significantly and come with varying strengths and weaknesses.All
QKD protocols require the ability to produce, manipulate, transmit, and measure quantum
signals. In telecommunications, these quantum signals are typically photons, which are
transported through either optical fiber or free space. The methods used to encode
information are diverse and can include polarization, phase, and phase differences between
adjacent pulses. In the case of entanglement-based protocols, photons are generated in
entangled pairs. This process is more challenging and produces lower yields compared to

generating single photons by attenuating a laser pulse.

Anylising>>

P=ATTACK

SHIFT KEY=3
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When | uncovered my true identity, an urgent code word for the attack arrived: 0, 19, 19, 0,
2, 10. By simply adding 3 to each number, | transformed it into 3, 22, 22, 35, 13. This
sequence unveiled a critical message: "DWWDFN." Understanding this encryption was vital

for our next steps.

Encryption:

P=ATTACK
SHIFT KEY=3

Table:1 Encryption

A T T C K
0 19 19 2 10
3 3 3 3 3
3 22 22 5 13
D W D F N
LETTER P A T T A C K
zg 19 19
SK 15
(Original Code)

New Code 15
(After adding 3) 10

MESSAGE D W W D F N
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Decryption:When | uncovered my true identity, an urgent code word for the attack arrived:
"DWWDFN." By simply subtracting 3 from each letter's position in the alphabet, |
transformed it into 3, 22, 22, 3, 5, 13. This sequence unveiled a critical message: 0, 19, 19, 0,

2, 10. Understanding this decryption was vital for our next steps: AT T A C K.
Solution is 30,19,0,2,10 is converted t decryption is Attack

Table 1.1Decreption

D wW wW D F N
3 22 22 3 5 13
3 3 3 3 3 3
0 19 19 0 2 10
TABLE 1
25
20 19 19
n 15
L
=
< 10
10
5
2
0
0
D w W D F N
CATEGORIES

In advanced post-cryptography, | assign mathematical numbers to the English alphabet. For
example, in the word 'hai,’ the number 819 comes. If | add +2 to that, it becomes 10311.

When we use that code word, we get the encrypted message 'jck’
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Table:2

Actual message =
HAI

THIS is how it will be stored in memory

819

Table:3

Encryption = Add +2

to each character in Answer
the message. encryption message 10311 is JCK
Table:4
KEY WORD 5131512523
w E L @) M E
23 5 12 15 13 5

TABLE 4: SENDER CODE | Letter |[W [E|L|[C|O M |E | |-------- T T

Number |23 |5|12|3]15|13|5|
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Table:5
E M 0] C L E W
5 13 15 3 12 5 23

| have given the table at my place, Table 4TABLE: 4 SENDERWEL CO M E=23512315

13 5. How it is given is the sender message, but for the receiver.

SECTUAL TEXT:
W E L C ) M E
23 5 12 3 15 13 5

LECTURER REVIEW:

If 1 say, 'What is the first table?' it means we have given the numbering corresponding to the
alphabet letters. (1)In Table 2, what should be said is that we have talked about an
encryption, which is our coded words. TABLE:2 *Actual message = HAI**This is how it

will be stored in memory is 819. (2)

(3)In Table 3, it says that in the encryption message, a coding number is obtained by adding 2
to each character. Table 3 shows the encryption message, where each character in the
message is shifted by adding 2. The encryption message is 10311. The answer is JCK. This
results in no readable meaning. Encryption message: 10311. Answer: JCK. No meaning

(unreadable format).

(4)Table 4 shows that if a solution is given, the alphabet's letter code word provides the

answer in numbers. What is the sender code word?

TABLE 4: SENDER CODE | Letter |W [E|L|C|O M |E | |-------- S R B
Number |23 |5|12|3]15|13|5|
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(5) Table (5) has come, and they say it is an encryption alphabet letter coding. TABLE:5
RECEIVEREMOCLEWS51315312523

| have given the table at my place, Table 4. TABLE: 4 SENDERWELC O ME=235123
15 13 5. How it is given is the sender message, but for the receiver.

Plaintext

Plaintext

Encryption Key Decryplion Key

Insecure line of

Encryption Algorithm pie ication

Decryption Algorithm

Sender

Receiver

ENCRYPTION DECRYPTION

Key Key

1 1
= || — e} — — oy — | =

Plain Text Cipher Text Plain Text
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4 Symmetric Encryption
Shared Key ------

(e

Message Encrypt

ABCDEF
ABCDEF
ABCDEF

4 Asymmetric Encryption

Public Key
ABCDEF
ABCDEF
ABCDEF
"
Message Encrypt

Symmetric Cryptosraphy

................ Shared Key

ABCDEF
ABCDEF
ABCDEF

]

Ciphertext Decrypt Message
Private Key

== ABCDEF

e ABCDEF

Py ABCDEF

Ciphertext Decrypt Message

Asymmmmetric Cryptography

Single Key

Data Encryption

Data decryption

CONCLUSION

o~ e

Private key pPublic key

Data Encryption

1Y

S

Data decryption

In this novel, I will discuss how mathematics, particularly number theory, plays a crucial role

in cryptography, including encryption and decryption. We will explore how messages can be

secured and shared using these techniques.

This novel will explain the methods used in

cryptography, including how we can encrypt and decrypt messages effectively. Additionally,

I will delve into how apps like What Sapp and other messaging platforms utilize these

cryptographic principles to ensure that our communications remain private and secure.

Through this exploration, you'll gain insights into the technicalities of cryptography and how

we can apply them in everyday communications.
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